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1. INTRODUCTION

Recently, the intelligent reflecting surface (IRS) has emerged as a highly promising technology to devise
new cost-efficient wireless solutions that can support data/energy transmission in wireless networks such as
Internet of Things (loT), cellular, sensor systems (Wang et al., 2020; Mir et al., 2025; Liu et al., 2021). An
IRS consists of numerous passive reflective elements, each controlled by a phase shift unit to manipulate the
characteristics of incident signals (Mir et al., 2025). By carefully designing the phase shifts of these
elements, an IRS can enhance signal reception at targeted destinations and/or suppress interference at
unintended receivers, thereby creating more favorable propagation environments without the need for any
radio-frequency (RF) chains. Due to their low-cost structure and ease of deployment, commonly installed on
building surfaces, IRSs demonstrate strong potential for diverse applications, especially in dense urban
environments where line-of-sight links between transmitters (Tx) and receivers (Rx) are often obstructed
(Liu et al., 2021).

With the rapid growth of 10T devices, ensuring the sustainability of hardware and energy supplies has
become a critical bottleneck obstructing the advancement of next-generation wireless networks. To tackle
this challenge, simultaneous wireless information and power transfer (SWIPT) has been proposed as a
promising solution. In a SWIPT framework, RF signals act as carriers of both information and energy,
thereby enabling 10T devices to achieve data exchange and energy harvesting simultaneously. Consequently,
maintaining an appropriate balance between communication performance and power delivery becomes a key
design criterion in SWIPT systems (Psomas et al., 2024; Perera et al., 2017; Tang et al., 2023).

Because wireless high-power SWIPT signals are broadcast, they are easily affected by security risks such
as jamming and information leakage. Recently, physical layer security (PLS) has gained much attention
because it avoids complex key exchange methods and works well for low-latency B5G/6G applications. To
improve secure communication rates, researchers have proposed using artificial noise and multiple-antenna
technique. However, when the channels of legitimate users and eavesdroppers are correlated, or when
eavesdroppers are closer to the base station, the secrecy rate is still limited. In (Niu et al., 2021), the authors
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use passive IRSs for information security in SWIPT systems with a number of receivers and specific
information receivers, considering the standard maximum power constraint. In (Hao et al., 2024; Fotock et
al., 2024), the authors studied the maximization of secure energy efficiency for uplink and cell-free systems
with the presence of multiple eavesdroppers. The authors in (Guo et al., 2024; Kaur et al., 2024)
summarized the IRS research in information security and future research directions. In which, IRS
applications combine with other techniques such as SWIPT, integrated sensing and communication (ISAC),
and rate-splitting multiple access (RSMA) to improve the performance while ensuring the security of the
system. In (Sarhan et al., 2025), the authors investigated the secrecy energy efficiency (SEE) maximization
by optimizing IRS passive and BS active beamformers, and power constraints. The authors exploited deep
reinforcement learning, an artificial intelligence technique by considering the PLS issue as a Markov
decision process (MDP). However, we observe that most prior works applied non-convex approximations or
machine learning methods in the security IRS-aided networks, especially in secure SWIPT networks.
Therefore, in this work, the particle swarm optimization (PSO)-based approach is proposed to find a heuristic
solution in security issue.

Introduced by Kennedy and Eberhart in 1995, PSO has become popular for its simplicity, flexibility, and
effectiveness in solving various optimization problems. Originally, PSO is inspired by the social behavior of
birds, fish, or insects, where each particle adjusts its movement based on its own experience and that of its
neighbors to find the optimal solution within the search space (Abualigah, 2025). In this study, we focus on
secure IRS-aided communication for a SWIPT system with a single power-splitting (PS) user and a single
Eve. The maximization of the secrecy rate is investigated under the constraint of the required EH threshold.
The meta-heuristic algorithm of PSO has proved the effectiveness in finding a heuristic global optimal
solution. Thus, we exploit an animal-inspired PSO approach to solve the considered security IRS-aided issue.
The key contributions are three-fold points:

(1) The IRS-aided SWIPT communication with a single PS-user and a single Eve is considered and the
secrecy problem is formulated under the required EH threshold.

(2) The penalty method is initially applied to transform the problem into an unconstrained optimization
problem and then the adaptive meta-heuristic PSO approach is applied to find the near-optimal phase shifts
at the IRS for the security optimization problem.

(3) The numerical experiments are performed to evaluate the convergence and results of the proposed
penalty-based adaptive PSO approach.

The outline of this paper is summarized as follows. The considered system and the secrecy rate
maximization issue are presented in Section 2. The proposed penalty-based adaptive PSO algorithm for
finding optimal solution is presented in Section 3. Lastly, the numerical experiments and concluding remarks
are presented in Sections 4 and 5, respectively.

Notation: Throughout this paper, lowercase letters denote scalars, bold lowercase letters denote vectors,
and bold uppercase letters denote matrices. In addition, | x| is the absolute value of a complex scalar while

| x| is the Euclidean norm of a complex vector x. Furthermore, a diagonal matrix diag(x) is generated from
a diagonal vector x. C™" is indicated as the mxn complex matrix space. Lastly, CN (y,az) denotes the
distribution of a circularly symmetric complex Gaussian random variable with mean x and variance 2.

2. NETWORK DESCRIPTION AND SECRECY PROBLEM FORMULATION

In this section, the system illustration is first presented for a secure SWIPT system with an external
eavesdropper. After that, the channel and mathematical signal communication model are shown in detail.
Secondly, the secrecy transmission problem is formulated under the constraints of the receiver’s
requirements.

2.1. Network description

In fig. 1, the considered SWIPT communication under the assistance of an IRS is shown. A single-antenna
transmitter simultaneously sends confidential data and energy to the single-antenna PS receiver and prevents an
external Eve from decoding information. The receiver equipped with a power-splitting architecture allocates a
half for energy harvesting and the remaining part for information decoding. The single-antenna eavesdropper
tries to eavesdrop on the communication between the transceiver. The channel state information (CSI) of every
communication link is given perfectly at the transmitter and the IRS where they can be obtained by state-of-the-
art estimation approaches (Abualigah, 2025). In an environment of signal blockage, there are no signals that
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directly arrive from the transmitter to the receiver or the eavesdropper and the IRS with phase-shift reflection
capability can support confidential data and energy transmission.

We denote the links from the transmitter to the IRS (Tx-IRS), from the IRS to the PS receiver (IRS-RXx),
and from the IRS to the eavesdropper (IRS-Eve) as GeC"™ | h, eC™?, and hy e CN*, respectively. The

information symbol s with zero mean and unit variance E [|s|2] =1 is sent from the transmitter with power

P;, thus, the signal from the transmitter is expressed as JPT S,

Our proposed solution is based on the ideal assumption that perfect channel state information (CSI) is
available at both the BS and the passive IRS as recent works (Wu & Zhang, 2020; Wei et al., 2024). In
practice, acquiring accurate CSI is difficult because low-cost hardware is limited to signal reflection. In this
work, the IRS is purely passive, without power amplifiers and lack of signal processing units. As a result,
unlike conventional active transceivers, the IRS cannot transmit or process pilot symbols for channel
estimation. In case of imperfect CSI, the proposed IRS design needs to be revisited and will be studied in
future work. Note that the performance of this research can be behaved as an upper bound under imperfect
CSI scenarios.

4 Intelligent Reflecting Surface N
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""""""" U ooooo
IRS Controller | O O [

% \\{%O”%,
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Equal Power-Splitting
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Figure 1. System model.

Each PS-based hybrid receiver employs a power-splitting structure to simultaneously perform information
decoding and energy harvesting. To improve the quality of communication, a passive IRS intervention

including N components is deployed. At the nth element of the active IRS, ¢, €[0,27) represents the phase-
shift coefficient, Yne N = {1 N}. As a result, the phase-shift impact © :diag([e"‘”l,---,e"“’N ]) expresses

the reflection of the IRS.
Accordingly, the signal arriving at the receiver from the IRS is represented as:

f =hi @G (|fPrs)+ny (1)

Here, the receiver’s antenna is subject to additive noise Ng ~ ON (O, O'é) . The PS-based hybrid receiver
splits the received signal into two streams using a power-splitting coefficient pg , where one stream, with a
power ratio of pg €(0,1) is used for information decoding, and the other, with a power ratio of (1-pg) is
used for energy harvesting. Consequently, the ID signal portion is represented as rFLD:\/E Iy +Vg under
processing noise Vg ~CN (0,55). The EH signal portion is represented as rkEHz\/l—_pRrR. For these
reasons, the information rate of the PS receiver is formulated as

PRPT‘hg‘Dg‘Z

D, =log,| 1+ )

7 2
PrOR + 6
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and the harvested energy with the presumption of perfect energy conversion efficiency is given by

B :(1_pR)(PT‘hI;|(Dg‘2) ®3)
For the eavesdropper, the received signal is expressed as:
Ie =hE®G(ﬁs)+ Ne 4
and the data rate is calculated as:
2
D¢ =log, 1+M ()
Ok

The secrecy rate is defined as:

2 2\
pxPr|nH g P, hf ®g
| tog,| 14 2ROl | o T Prlneg] ®
PrOR +0R Ok

where [a]" is defined as max(a,0).

PrPr ‘h:q)g‘z

We also denote the signal-to-noise (SNR) of the receiver and the eavesdropper as yy = —
PrOR +0g

PT‘hE’CDg‘Z

and yp = , respectively.

2
E

2.2. Secrecy rate maximization problem formulation

In our work, the objective is to maximize the secrecy rate by designing optimal phase shifts at the IRS
under the required EH threshold, e, , at the receiver. Then, the optimization problem (P1) is formulated as

follows:

2 2\T*
_ pRPT‘hE(Dg‘ PT‘th)g‘
maximize | log,| 1+ ————— |- log, | 1+ ——— (7)
{on) PrOR +0R lo=
subject to: <I):diag([ej‘“,ej"’2,...,e""’N ]T) ¢, €[0,27),vn (8)
2
(1_pR)(PT‘hE(Dg‘ )Zeo (9)

In this problem, the PS receiver shares the balanced power of received signal for ID and EH executions,
i.e., pr =0.5. Then, we only focus on the optimization of IRS phase-shift parameters which are appropriate

to apply PSO-based method. In the future, we will extend the proposed algorithm for finding the optimal PS
factors and the transmitter parameters.
3. PROPOSED ADAPTIVE PSO-BASED SOLUTION ALGORITHM WITH PENALTY FUNCTION

Firstly, based on the penalty method, we move the energy constraint into secrecy rate objective function
with a penalty factor x>0 and obtain problem (P2) as follows:

2 2\
o e P |hH g P, |h ®g +
maximize| |log, 1+# ~log, 1+T‘E—2‘ —,ulieo—(l—pR)(PT‘h:(I)g‘z)} (10)
lne[0.27)] ROR T Or Ok

The penalized objective function serves as the fitness function, defined as:

I:zs_pen (¢n) = Rs(gon) _:u[maX(Q € — E(wn)):| (11)
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where R, (¢,) is the secrecy rate function given in (6), and E(¢,) is the harvested energy function given

in (3). Hence, the problem formulated in (10) is rewritten as follows:
maximize (R () — [ max (0, & — E(e,)) ) (12)
Using the large penalty factor x , the maximization procedure of penalized fitness function allows finding

the optimal phase shifts in the secrecy rate optimization problem without the EH constraint. After that, we
solve problem (P2) by the adaptive meta-heuristic PSO method. An adaptive PSO algorithm is employed to
solve the secrecy rate maximization problem. The proposed algorithm comprises two main steps, presented
as follows.

The first step is initialization. A swarm of N particles is initialized, where each particle represents a

candidate IRS phase vector {¢,} . The phase components (positions) are randomly drawn from a uniform
distribution over [0,27). Initial velocities v, are set to zero. An initial penalty factor 4, is assigned. For
each particle, the secrecy rate R (¢,), harvested energy E(g,), and fitness function value R, ... (¢,) are
computed. Each particle’s personal best position pbest, is initialized as ¢, accordingly. At initialization,
the global best gbest is selected using a feasibility-aware rule: if feasible particles exist, i.e., particles
satisfying the EH constraint E(¢,)>e,, the one with the highest secrecy rate is chosen; otherwise, the

particle with the smallest energy constraint violation is selected. This guarantees an initial search direction
toward the feasible region.

The second step is iterative optimization. At each iteration, the swarm evolves through adaptive penalty
adjustment, particle state update, and feasibility-aware best-solution selection. First, the penalty factor is
updated adaptively. If at least one particle violates the energy EH constraint, i.e., E(¢p,)<e,, the penalty

factor is increased as = au, where «>1. Otherwise, if all particles remain feasible for k consecutive
iterations, the penalty factor is reduced as x=u/ . Next, each particle updates its velocity and position
according to the standard PSO update rules. The velocity of particle n at iteration t +1 is updated as:

v, = oy, ® 1+ (pbest, — g, ") +c,r, (gbest — o, M) (13)

where @ is the inertia weight, ¢, and c, are the cognitive and social acceleration coefficients,

respectively. Moreover, r, and r, are independently generated random scalars uniformly distributed in the

interval (0,1) at each iteration and for each particle, which introduce stochasticity into the particle movement
and balance exploration and exploitation. The particle position is then updated as:

(t+1) z(pn(t) +Vn(t+1) (14)

Pn
followed by a modulo operation to enforce the phase constraint ¢,“*? €[0,27) .

For each updated particle, the secrecy rate R (g,), the harvested energy E(gp,), and the corresponding
penalized fitness value R, .., (¢,) are recomputed. The individual best solution of each particle is updated
whenever an improvement in the penalized fitness is observed.

Finally, the global best solution gbest is selected using a feasibility-aware rule. Let F denote the set of
feasible particles satisfying E(¢p,)>€,, and | the set of infeasible ones. If F =, the global best is chosen
as the feasible particle achieving the maximum secrecy rate:

gbest = arg (mag R, (gon)j . (15)
Pn€

Otherwise, when all particles are infeasible, the global best is chosen as the particle with the minimum
energy constraint violation, defined by e, —E(¢,):

gbest —arg| min(e, ~E(p,) | (16)

This iterative process is repeated until the maximum number of iterations is reached or a stopping
criterion is satisfied. The algorithm is illustrated by the flowchart (fig. 2) and summarized in table 1 below.
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Input data:
- Load all system, channel, and PSO parameters:

PTa 025 805 I""O! a, hRs hEa g, W, C]s C25 Nps Tmax

!

Initialization:
- Initialize particles position ¢, and velocity v,, =0

- Initialize penalty factor u = uo
- ComPUte R,y(qﬂn)a E(q)n)

- Compute fitness function:
R, pen =R, — p-max(0, ey—E)
- Initialize pbest,, select ghest

v

Iteration loop (=1 — T ,y)

Output results:

- ghest No
- Ry (gbest)
Yes
h 4
Update penalty factor p:
- If the EH constraint is satisfied: u = p/a
-Else: p=a-pn

v

For each particle n

Update particle state:

- Update velocity v, increment 7

- Update position ¢,,

- Recompute R((¢,), E(¢,,)

- Recompute fitness:
R, pen =R — p-max(0, e;—E)

- Update pbest,

v

Update ghest:
Select gbest using feasibility-aware rule:
- If feasible: select the best feasible particle
- Else: select the least energy-violating one

Figure 2. Flowchart of adaptive PSO with penalty function for SWIPT secrecy rate optimization.
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Table 1. Proposed algorithm description

Step1: Input data
Load all system, channel, and PSO parameters: P1, o2, o4, J2 , €0, hr, e, g, W, C1,

Co, Np, Tmax, Ho, Q.
Step 2:  Initialization
For each particle n:
Initialize random particle phase (position) ¢, €[0,27) and velocity v, =0

Set penalty factor: =z,

Compute secrecy rate: R,(¢,)

Compute harvested energy: E(g,)

Compute penalty violation: A(¢,)=max(0,e, — E(¢,))

Compute penalized objective function (fitness function): R, .., (¢,) = R(¢,) — tA(9,)

Initialize personal best: Set pbest, = ¢,
Select the global best gbest :
If any feasible particle exists, choose one with highest R,
Else, choose particle with smallest violation (e, — E)
Step 3:  Iterative optimization (t=1,..., T, )

Update penalty factor:
If any particle violates EH constraint: = ou

Else if all particles feasible for k consecutive iterations: p=ul/a
Update particle: for each particle n:

Update velocity: v,"*" = wv,® +cr, (pbest, — ¢,") +c,r, (gbest — ¢, )
Update position: ¢, = ¢,
Recompute: R (¢,), E(e,), A(p,)
Recompute fitness: R; ., (#,)

® 4y @D
n

Update personal best pbest,:
If Ry pen(#7) > Rs pen (Pbest,) then update pbest,

Update global best gbest :
Let F be the set of feasible particles (E > ¢,), | be the infeasible ones.

If F =@ :gbest= arg(mag R, (¢n)j
Pn €

Else (all particles are infeasible): gbest = arg(mirll(e0 - E((/)n))) .
Pn€

Step4:  Output
Return optimal phase vector, gbest, and maximum secrecy rate achieved, R, (gbest) .

4. NUMERICAL EXPERIMENTS

This section presents the numerical simulations of penalty-based adaptive PSO iterative method for
maximizing the secrecy rate. As in (Wu & Zhang, 2020; Wei et al., 2024), a considered network communicates
on a carrier with frequency 750 MHz and the bandwidth of 1 MHz. In addition, the BS and IRS are located at (0,
0) and (4, 3) meters, respectively. The legitimate receiver and the eavesdropper are placed at (7.5, 0) and (8.5, 0)
meters, respectively. The transmission channels include small-scale multipath fading modeled by a Rayleigh
distribution and log-normal path attenuation. The distance-dependent pathloss for every channels is expressed as

PL(d):(—30—10§ log,, (d )) dB where the pathloss with reference distance 1mis —30dB, d indicates a

channel distance, and & indicates a pathloss exponent. The pathloss exponents for both Tx—IRS and IRS-Rx links
are setto 2.2.
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In experiments, the PS ratio is fixed to pg =0.5, i.e., half of the received power is used for information
decoding and the remaining part is allocated to energy harvesting. The transmit power is setto P, =37dBW . The

noise powers of the Eve and the PS receiver are o7 =—60.22dBm, o3 =—60.22dBm, and &3 =-40dBm,
respectively, while the required harvested-energy threshold is e, =—-20dBm. For the proposed penalty-based
adaptive PSO, the inertia weight is chosen as w=0.7 to balance exploration and exploitation, and the cognitive
and social acceleration coefficients are set symmetrically to ¢, =c, =1.6. The swarm size is N; =30 particles

and the maximum number of iterations is T, =200, which is sufficient to observe convergence in the
considered scenarios. The penalty mechanism is initialized with ., =5 and adaptively adjusted using the
multiplicative factor o =1.01 according to the constraint satisfaction status during the search process.

Fig. 3 illustrates the behavior of the proposed penalty-based adaptive PSO algorithm for optimizing the
secrecy rate in a secure IRS-aided system with SWIPT, single user, and single external eavesdropper in several
random channel cases. As observed in fig. 3, the values of secrecy rate in the considered cases increase sharply in
a few tens of iterations, and then gradually increase until around the 100th iteration and converge after the 120th
iteration. After that, fig. 3 presents the secrecy rate results until the 200th iteration without change. Therefore,
these results show the fast convergence and achieve the near-optimal points effectively.

14 Adaptive PSO Convergence of Rs for 5 channels

12+
J_l
Tl ]
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2
g
0 8r
14
2
g 6
>
)
2
G
4+
% (] =——Channel 1
Channel 2
5 Channel 3
Channel 4
Channel 5
0 “ 1 1 L I
0 50 100 150 200

Iteration
Figure 3. Adaptive PSO convergence.

Fig. 4 illustrates the average secrecy rate versus the EH threshold of the receiver over 200 iterations under 100
channel realizations, P. =37dBW, and N =20. We observe that the secrecy rate values increase rapidly and
converge to 11.576, 11.511, and 11.240 bits/s/Hz according to the three EH cases of -25 dBm, -21 dBm, and -20
dBm, respectively. We obtain a lower secrecy rate value with a higher EH value since the IRS phase shift is
optimized with priority given to satisfying a high EH constraint and then maximizing the secrecy rate value.

12r Average Rs across channels

EO=—25 dBm: 11.576
Eu:-21 dBm: 11.511

o
T

©
T

s

—E,=-25dBm
——E,=-21dBm
4ar E, = -20 dBm

Average Secrecy Rate R_ (bits/s/Hz)
[}

0 50 100 150 200
Iteration

Figure 4. Secrecy rate versus EH threshold, €, .
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Fig. 5a depicts the convergence behavior of the average secrecy rate Rs in an IRS-aided secure communication
system for different numbers of IRS reflecting elements N. As the iterations progress, the secrecy rate increases
and eventually converges, demonstrating the effectiveness and stability of the proposed adaptive penalty-based
PSO algorithm. It is observed that a larger number of IRS elements leads to a higher achievable average secrecy
rate. Specifically, the secrecy performance improves monotonically as N increases from 10 to 40. This gain stems
from the enhanced passive beamforming capability provided by more IRS elements, which strengthens the
legitimate link while suppressing information leakage to the eavesdropper. For all considered values of N, the
secrecy rate rises rapidly during the initial iterations and then gradually saturates.

14 Average Rs across channels 15 Best Secrecy Rate
N =10
BN =20 13.22
— _ N =30 12.34
I EE L_ Lkl 11.24
& 0
é % w0l 992
H o
5 2
z ¢
%) >
3 § 5
4] w
E m
0 : : : ! 0
0 50 100 150 200 10 20 30 40
Iteration Number of IRS Elements (N)
Figure 5. (@) Secrecy rate versus IRS element number, N. (b) Convergent values, Rs.

Fig. 5b shows the converged values of the secrecy rate versus the IRS element number in a bar plot. At
convergence, the system with N =40 achieves the highest secrecy rate, followed by N =30, 20 and N =10.

The increasing performance gap at higher N highlights the critical role of IRS size in achieving substantial
secrecy enhancements. The results confirm that deploying a larger IRS significantly improves physical-layer
security by providing additional degrees of freedom to intelligently reflect signals, thereby improving signal
quality at the legitimate receiver while mitigating eavesdropping threats.

Fig. 6 illustrates the convergence behavior of the average secrecy rate versus the number of iterations for two
optimization schemes: the conventional PSO and the proposed adaptive PSO with a penalty function. The system
parameters are P, =37dBWand N =40 . As the iterations increase, the secrecy rate achieved by both algorithms
improves rapidly in the early stages and then gradually saturates, indicating convergence. The proposed adaptive
PSO consistently outperforms the conventional PSO across almost all iterations, achieving a higher secrecy rate,
R, =13.18bits/s/Hz compared to R, =12.41bits/s/Hz that of the conventional scheme. In particular, while both
methods exhibit similar initial trends, the adaptive PSO attains a larger steady-state secrecy rate, demonstrating its
enhanced capability in exploring and exploiting the search space. This result confirms the effectiveness of the

adaptive mechanism and penalty function in improving the optimization performance compared to the
conventional PSO approach.

Conventional PSO vs Adaptive PSO using Penalty Function

Conventional PSO
— Adaptive PSO

Average Secrecy Rate Rs (bits/s/Hz)
o

0 50 100 150 200
Iteration

Figure 6. Conventional PSO versus adaptive PSO.
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5. CONCLUSION

This work investigated the secure SWIPT system with IRS support and the presence of an eavesdropper.
The legitimate power-splitting receiver performs a balanced power split for data decoding and energy
harvesting. The objective of secrecy rate optimization is achieved by the proposed iterative algorithm, which
is combined with the penalty technigue and the adaptive PSO method. The computational evaluations show
that the proposed solution procedure exhibits rapid convergence behavior under several channel realizations.
Moreover, the secrecy rate is improved with the increase of transmission power or the decrease of EH
threshold. Lastly, the multiple receivers and multiple eavesdroppers along with multiple antennas at the
transmitter will be considered for future research directions.
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Trong bai bao nay, bao mat I6p vat ly cia hé théng truyén
dong thoi thong tin va nang lugng (SWIPT) véi su hd tro cia
bé mat phan xa thong minh (IRS) duoc nghién ciu voi sy
hién dién cia mot may nghe Ién (Eve). Muc tiéu 12 ti da toc
d6 bao mat dong thoi dat dugc ngudng thu hoach ning lugng
tai may thu chia cong suat. Nho téi vu do dich pha tai IRS,
tin hiéu dugc nang cao tai may thu trong khi giam xuéng tai
Eve. Phuong phép giai theo ki thuat ham phat va ti uu bay
dan (PSO) thich nghi dugc dé xuat va thuc hién qua cac mo
phong sé. Cudi cung, ching tdi trinh bay cac tac dong cua
cac thong s6 hé théng nhu coéng suit phat va ngudng thu
hoach nang lwong va huéng nghién ctu tiép theo.
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